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Preface

This document provides a general overview of the web interface for the
PortaSwitch® Configuration setvet.

Where to get the latest version of this guide

The hard copy of this guide is updated upon major releases only, and does
not always contain the latest material on enhancements that occur in-
between minor releases. The online copy of this guide is always up to
date, and integrates the latest changes to the product. You can access the
latest copy of this guide at www.portaone.com/support/documentation/.

Conventions

This publication uses the following conventions:
e Commands and keywords are given in boldface.

e Terminal sessions, console screens, or system file names are
displayed in fixed width font.

Exclamation mark draws your attention to important actions that must
A be taken for proper configuration.

NOTE: Notes contain additional information to supplement or accentuate important
points in the text.

Z Timesaver means that you can save time by taking the action described
here.
W Tips provide information that might help you solve a problem.

Gear points out that this feature must be enabled on the Configuration
server.

[
Jo
e

Trademarks and Copyrights

PortaBilling®, PortaSIP® and PortaSwitch® are registered trademarks of
PortaOne, Inc.
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Document Objectives

This publication provides technical information on the PortaSwitch®
Configuration server’s web interface usage. It is designed for use either in
conjunction with other materials or as a standalone reference.

Audience

The target audience of this document is comprised of system
administrators, VoIP engineers and system operators who will be
managing your PortaSwitch® system via the web interface of the
configuration server.

Hardware and Software Requirements

Client System Recommendations
e OS: MS Windows XP or above, Linux/BSD, Mac OS X 10.6 or

above.
e Web browser:
o Internet Explorer 11.0 or above, Mozilla Firefox 38 or
above.
o JavaScript and cookies must be enabled.

e Spreadsheet processor: MS Excel, OpenOffice Calc,

LibreOftice Calc, Google Sheets.
e Display settings: A minimum screen resolution of 1024 X 768.

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 5
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Introduction

Login to the Configuration Server Interface

Open the Configuration server web interface in a browser

(https:// <configuration_server_name>:8700 by default) and type in the
username and password which were provided to you.

The web interface of the configuration server contains:

e Tab selector

e Action buttons
e Toolbar

e Data table

e Task Monitor

Servers | Configurations = || Users | Update = £~ porta-support | -
& Add 4 ping
Name = 1P address Instances Build Alterative build  Time zone Description
o Site: Main
& @ porta-biling-master 192.168.193.152  porta-db-master-1(193.2887.212)  mi54_0_1_db mrs3-0 utc
porta-billing-radivs-1 (193.28.87.212)  mrs4_0_1_be
configurator-agent (192.168.193.152) mr54-0-1-pc
& @ porta-billing-slave 192.168.193.151  porta-call-recording-1 (193.28.67.230) mi54_0 mr53-0 utc slave+callback
cdr-extraction-1 (193.28.67.211)
cassandra-1 (192.166.193.151)
porta-billing-web-1 (193.28.87.211)
cdr-rating-1 (193.26.67.211)
porta-db-slave-1 (193.28.87.211)
configurator-agent (152.168.193.151)
& @ porta-configurator 192.168.193.156  porta-log-1 (192.168.193.156) mrs3-0 uTC
cassandra-3 (192,166,153
elasticsearch-1 (132.168.193.
configurator-agent {192.168.1
B @ porta-um 192.168.193.154  im-gate-1(193.26.87.226) mrs3-0 utc -
im=nate-2 (193 2R 87 2331
Task monitor 5
Task Configuration User Server Last Update
& ® Configure Monitor 282 Mr Porta Support porta-um 2016-04-13 06:48:08 UTC
& ® configure Monitor 252 Mr Porta Support porta-billing-slave 2016-04-13 08:48:58 UTC
& ® Configure Monitor 262 Mr Porta Support porta-biling-master 2016-04-13 08:48:59 UTC

Tab Selector

In the upper left-hand corner, there are four main functional tabs and
three additional tabs that allow you to manage the different elements of
your PortaSwitch® system. The main functional tabs are: Servers,

Configurations, Users and Update.

Servers Configurations - Users Update &

The Environments tab becomes visible when you open the

Configurations tab.

Servers Configurations < Environments Users Update <

The Custom and Deposit tabs become visible when you open the

Update tab.

Servers Configurations < Users Update = Custom

Deposit

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com
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The definitions of and available functionality for each tab are explained in
the following sections. Note that not all users have complete access to the
entire set of tabs.

Action Buttons

The - Home icon in the right-hand corner contains a menu with
shortcuts to all the other PortaSwitch® interfaces:

{o% = porta-support -

‘5 Account Self-Care Portal ‘% Admin 4
S CCstaff 3 Archivist

‘g Customer Self-Care Portal ‘& Monitor

g} Representatives ﬂ} RT

‘8 Vendors UM

The Admin button — shortcut to the administrator web interface of
PortaBilling:

e Customer Self-Care Portal — Interface for customers (owners
of IP Centrex environments).

e Account Self-Care Portal — Interface for account owners (end-
users).

e CC Staff — Customer care staff interface.
e Vendors — Interface for your termination partners.
e Representatives — Interface for your sales agents or distributors.

The Archivist button takes you to the web interface where you can
configure backup for the most critical data on your installation.

The Monitor button takes you to the web interface of the monitoring
facility for your PortaSwitch installation.

The RT button takes you to the web interface of the trouble tickets
system where you can view the list of your requests and perform
the needed actions (e.g. close, update or create a new ticket).

The UM button allows quick access to the unified messaging system.

Other buttons in the upper right-hand corner allow you to perform
a given action, irrespective of the current context.

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 8
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My profile

Logout

ﬁ ~ porta-support -

Change password

The Change password button allows you to change the password for the

current uset.

The Logout button terminates your current session on the web interface.

The My profile button allows you to fill in information about the
currently logged-in user:

User details

General

Login:

Email:

Password:

Other
Role:

Time zone:

SSH Account:

w | Full Name

Confirm password:

Time Limitations
Activation Date:

Expiration Date:

porta-support

shandr@partaons.com

05/18/2010

Root
uTcC

[ allow access

Toolbar

The Toolbar contains buttons that allow you to perform specific

operations with the items displayed in the table below.

._3 Create

M clone [ Delete

Item Table

The Item Table is your main working area, since it contains the items that

you will edit.

You can change the number of columns and sort them in ascending or
descending order by clicking your mouse on the field name of any of
these tabs. If you point your mouse at the column heading you will see a

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com
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triangle; click on it to see the menu where you can sort items and add or
remove columns by selecting or clearing corresponding check boxes.

Servers | Configurations & || Users | Update {¥~  portasupport -
& Add 4 Ping
Name ~ 1P address ~ Instances Build Alternative build Time zone Description
§ . 41
B Site: Main z| Sert Ascanding
z -
% ® porta-biling-master 192.168.192.157 &} SortDescending 332867212) iS40 1cb mrs3-0 uTC
1839887 2170 mesd 0 1 _be
[ Columns 3 Name 0-1pc
B porta-billing-slave 192.168.193.151  porta-call-recording- lo mr53-0 utc slave+callback
cdr-axtraction-1 (183 1P address 0]
cassandra-1 (192.16 [0_1_db
porta-billing-web-1 ( IeEves [0_1_web
cdr-rating-1 (193.28. Build o
porta-db-slave-1 (19] @ [o_1.db
configurator-agent ( Alternative build D-1-pc
% ® porta-configurator 152.168.193.156  porta-log-1 (192168 o mr53-0 uTC
Cassandra-3 (102,16 L0 | TIme2one o1d
elasticsearch-1 (192, Description
configurator-agent (1 N 0-1-pc
% porta-um 192.168.193.154  im-gate-1(193.28.87.226) i mr33-0 urc
im-gate-2 (193.28.87.233)
im-gate-3 (193.28.67.235)
porta-um-1 (193.28.87.214)
porta-db-mail-1 (193.28.87.214)
porta-db-rt-1 {192.168.193.154)
porta-presence-1 (193.28.67.226) X
porta-rt-1(193.28.87.225) mrs4_0
cassandra-2 (192.168.193.154) mr54_0_1_db -
Task monitor 3
Task Configuration User Servar Last Update
P Configure Monitor 282 Mr Porta Support porta-um 2016-04-13 08:45:08 UTC
- Configure Monitor 282 Mr Porta Support porta-billing-slave 2016-04-13 08:48:53 UTC
S5 Configure Monitor 282 Mr Porta Support porta-biling-master 2016-04-13 08:48:58 UTC
4% ® Configure Monitor 282 Mr Porta Suppart porta-configurator 2016-04-13 08:48:58 UTC

At the bottom of the page, you can see the task monitor illustrating which
tasks were performed. You can see which user performed the task, the
server on which the task was performed and the time of the last update.
See the Task Monitor section for detailed information.

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com
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System Management

Servers

The information on the Servers tab shows all the servers that are part of
your installation.

Servers || Configurations &

8 Add 4 ping
Name =
3 site: Main

% ® porta-biling-master

& @ porta-billingslave

% ® porta-configurator

Users

Update = {¥~  portasupport -

1P address Instances Build Alternative build | Time zone Description

192.168.193.152  porta-db-master-1(193.28.87.212) mr53-0 uTc

porta-billing-radius-1 (193.28.87.212) 0_1_|
configurator-agent (192.168.193.152)  mr54-0-1-pc

mr54_0_1_db
0

192.168.193.151  porta-call-recording-1 (193.28.87.230) mr54_0 mrs3-0 utC slave +callback
cdr-axtraction-1 (183.28.87.211) mr54_0
cassandra-1 (192.168.193.151) mr54_0_1_db
porta-billing-web-1 (193.26,67.211)  mr54_0_1_web
cdr-rating-1 (133.26.87.211) mr54_0’
porta-db-slave-1 (193.28.87.211) mr54_0_1_db
configurator-agent (192.168.193.151)  mr54-0-1-pc
192.168.183.156 mrs4_0 mrs3-0 uTC
mrs4_0_1_db
68, 6)
configurator-agent (192.166.193.156)  mrS4-0-1-pc

B @ porta-um 192.168.193.154  im-gate-1 (193.28.87.226) mr54_0_1_sip mrs3-0 uTC

im-gate-2 (193.28.87.233) mrsa|
im-gate-3 (193.28.87.235) mrs4,
porta-um-1 (193.28.87.214) mr54’
porta-db-mail-1 (193.28.57.214) mrs4_0_1_db
porta-db-rt-1 (192.168.183.154) mr54_0_1_db

Field Description

Name The name of the server.

IP address The internal IP address of the server — this address is
used on the internal LAN to manage the server from
the configuration interface.

Instances Shows all instances — services that run on your server
(e.g. “web interface” or “SIP server”) and are assigned
to a specific server.

Build The current software version which is installed and
used on the server.

Alternative Another software version currently installed on

build the server (on the inactive partition); a rollback to this

version is possible. “N/A” means that the alternative
partition does not contain any data.

Time Zone

The time zone in which this server is operating.

In order to provide optimal system response time for
your online users, PortaBilling® only performs
resource-intensive calculations (such as creating
statistics / invoices) during the preconfigured “off-
peak” period. This field specifies the time zone in
which the “off-peak” period is configured.

Description

A short description of the server. This field is
optional.

An indicator near the name of a server shows whether a specific server is
reachable (green light) or unreachable (red light).
The Servers page provides the following activities:

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com
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Field Description

Add Allows you to add more servers. You will see a dialog
box where you should enter the name of the server, its
IP address, a short description and specify a time

zone; then click OK.
Delete Allows you to delete the selected server.
Ping Allows you to check the availability of the server. Just

click on the Ping button and the Configuration server
will attempt to verify that it can connect to this server
and that the server responds to management
commands. If you see a green light, the server is
available; if red, then it is not available.

Add / Edit a New Server

If you want to add a new server (make sure you first have installed the
PortaSwitch® software on it using the provided PortaSwitch® installation
ISO files) — click the Add button in the toolbar and type in new server’s
name, IP address and description. Select a site where the server is located
and a time zone in which this server is operating:

Servers  +  porta-support |+

1P address Instances Build Alternative build | Time zone Description

4 ® porta-billing§

Server details mr53-0 uTc slave+callback

Name: BillingServer
Site name: Main

porta-configu| | 1P address: 192.168.193.144
Time zone: uTc

Description: Temporary server
L ® porta-um

Save

NOTE: When adding a server to the installation on this page an IP is specified. This
IP is automatically considered to be internal, so it (and its NIC) becomes read-only
in the Network configuration UI.

NOTE: When assigning a server’s name, be aware that you should not use a hame
that begins with “porta-" in order to avoid any confusion in the system.

To edit attributes of an existing server, double-click on the row with the
server you want to modify.

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 1 3
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Servers | Configurations = | Users | Update £}~ porta-support | -
&, add 4 Fing
Name ~ 1P address Instances Build Alternative build  Time zone Description
3 Site: Main
% ® porta-biling-master 192.168.193.152  porta-db-master-1 (193.28.87.212) mrs3-0 utc
porta-billing-radius-1 (193.28.87.212)
configurator-agent (192.168.193.152)
% ® porta-billing-slave 192.168.193.151  porta-call-recording-1 (193.28.87.230) mi mr53-0 utC slave+callback
edr-extraction-1 (193.28.87.211)
cassandra-1 (192.168.193.151)
porta-billing-web-1 (133.28.67.211)
cdr-rating-1 (193.28.87.211)
porta-db-slave-1(193.28.87.211) mrs
configurator-agent (192.168.193.151)  mr54-0-1
Servers b/~ | porta-support | -
A ir
Nam P addras nstar Build Alternative build | Time zone Description
porta-biling-master Server details mrs3-0 utc
Name: porta-biling-master
porta-billir s UTY I
Site name: Main
IP address: 192.166.193.152
Time zone: utc
porta-configurator Description: 75 U
porta- IS U
Save

Additional Server Configuration

When clicking the ® Server Information button, an additional block
opens. This block contains several tabs with different server properties.
You can switch between these tabs to access the corresponding

information.

The System tab displays basic hardware and software information about

the selected setrver:

Servers
i Add Ping
Server "porta-biling-master” information
System Network Services RPMs
Name +
Els el
CPU socket(s)
Core(s) per socket
Logical CPU(s) count
Model
NUMA node(s)
Thread(s) per core
virtualization support
23 Kemel
Name
Release
Version
B3 Memory & Storage
RAID controller#1
RAID=1
RAM
Elslely
Name
=3 Platform
Hardviare platform
Hypervisor vendor
Model
Vendor
Virtualization type

Value

]
1

8

Intel(R) ¥eon(R) CPU ES520 @ 2.276Hz
1

1

None

Linux
3.10.0-327.10.1.el7.x85_564
#1 SMP Tue Feb 16 03:54:13 PST 2016

none
Failed to get RAID parameters
12015 M8

Oracle Linux Server release 7.2

x86_64
VMviare

VMyiare Virtual Flatform
VMuare, Tnc.

full

> porta-support *

The Network tab shows the list of all IP addresses configured for

the selected server.

© 2000-2016 PortaOne, Inc. All rights Reserved.
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Servers b/~ | porta-support | -
i Fing
Server "porta-biling-master” information x
System || Network || Services | RPMs
[ Add - [ 4 Get configuration
1P address Subnet Mask Cluster P address
Interface: ens32;  MTU size: 1500 [

193.28.87.212 255.255.255.0 No

Interface: ens33;  MTU size: 1500 L]

192.168.193.152 55.255.255.0 Mo

The list is grouped by a network interface. The following columns
are shown in the list:

e JP Address
e Subnet Mask

e (Cluster IP address (specifies if this IP address is dedicated to a
cluster)

To change either the IP address and / or the subnet mask, just double-
click on an appropriate list element). In the pop-up window you can edit
the parameters and then press OK.

NOTE: Network interface with internal IP cannot be modified.

The |2 Add button in the toolbar allows you to add a new IP address to a
network interface (only those network interfaces that do not have an

internal IP address are available) or add virtual interfaces.

NOTE: To effect changes in the network interface configuration, you have to apply a
new configuration on the Configurations tab.

The Network page provides the following:

Field Description

Add Allows you to add a new IP address to a

network interface or add virtual interfaces (VLANs
for trunking) and / or network bonding (link

aggregation).

Delete Allows you to delete the selected IP address (not
available for internal IP addresses).

Get Gathers information about current network

Configuration | configurations from all servers and updates block
content accordingly.

Note that any changes made on the Network tab without
applying a new configuration will be lost.

Using the Services tab you can control the services that are located on
the selected server.

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 1 5
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Servers | Configurations - || Users | Update <

%, Add 3 Ping

Server "porta-biling-master” information X
System Network Services RPMs
[ Gat statuses
Name ~ Description Status
= Common
alerter Alerting dasmen
belog_send belog_send daemen
chronyd NTP client/server
crond Cron dasmon
db-protector Firewall access to DB instance
diaconv Diameter Converter
disconnector Disconnecter daemon
porta-mysald MySQL sarver dagmon
radcheck RADIUS dasmon health checker
radiusd RADIUS daemon
The Services tab provides the following activities:
Field Description
0 Get statuses | Updates and shows the statuses of a// services on
the server.

=/ Status Updates and shows the status of the currently selected
service.

%/ Reconfig Re-reads certain configuration parameters without
an actual restart.

# Restart Restarts the currently selected service.

*J Start Starts the currently selected service.

=) Stop Stops the currently selected service.

Services are grouped by instances created on the server. The top

Common group contains general services.

The RPMs tab displays RPM packages installed on the selected server.
Servers | Configurations & || Users || Update ¥~ | porta-support | =
% Add 3 Ping
Server "porta-biling-master” information x
System Network Services RPMs

Default RPM's: show v

Name + Version

abrt 2.1.11-35.0.1.0.18l7
abrt-addon-ccpp 2.1.11-35.0.1.0.1.el7
abrt-addon-kerneloops 2.1.11-35.0.1.0.1.el7
abrt-addon-pstoraocps. 2.1.11-35.0.1.0.1.el7
abrt-addon-python 2.1.11-35.0.1.0.1.¢7
abrt-addon-vmecore 2.1.11-35.0.1.0.1el7
abrt-addon-xorg 2.1.11-35.0.1.0.1.el7
abrt-cli 2.1.11-35.0.1.0.1.el7

abrt-console-nctification 2.1.11-35.0.1.0.1.8l7

abrt-dbus 2.1.11-35.0.1.0.1.el7
abrt-libs 2.1.11-35.0.1.0.1.8l7
abrt-python 2.1.11-35.0.1.0.1.el7
abrt-tui 2.1.11-35.0.1.0.1.el7

16
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Configurations

This tab allows you to manage the configurations used in your
PortaSwitch® system (each row represents a configuration tree).

Servers | Configurations & || Environments | Users | Update & {¥~  portasupport -
[Cd create
Configuration Description User Last Updated ~
2 Build: mr54-0-1-pc
3 e Cloned from 281" Mr Porta Support  2016-04-13 08:43:57 UTC
3 ®281 Cloned from "280" 1502465 Mr Porta Support  2016-03-31 14:50:33 UTC
3 @280 Cloned from '279-rev.2_update_From_MRS3-0_to_MRS4-0_1458575164' Mr Porta Support  2016-03-30 12:01:50 UTC
[3 ® 279-rev.2_update_From_MRS3-0_to_MRS4.. Cloned from 279-rev.2 during update Mr Porta Support - 2016-03-26 06:52:52 UTC
= Build: mr53-0
3 ®279ev2 Cloned from 279" Mr Porta Support  2016-03-24 12:19:03 UTC
3 2 TT504701 Mr Porta Support - 2016-03-24 11:43:32 UTC
& eam Cloned from "277" 1502465 Mr Porta Support - 2016-03-24 02:37:43 LUTC
& ®277 Cloned from "276-rev.2" Mr Porta Support  2016-03-01 14:28:37 UTC
3 @ 276rev2 CDR import for Phonebox Mr Porta Support  2016-02-29 03:06:06 UTC
& e Cloned from 275" Mr Porta Support - 2016-02-25 03:49:09 UTC
& a5 Cloned from "274" Mr Forta Support  2016-02-15 14:30:48 UTC
G »aa Cloned from 273" Mr Porta Support 2016-02-06 18:19:59 UTC
— = P —— e e
Page 1 | of28| b M| @ Displaying configurations 1 - 20 of 546
Task monitor ¥
Task Configuration User Server Last Update

& ® Configure Monitor 282 Mr Porta Support porta-um 2016-04-13 08:48:08 UTC

&5 ® Configure Monitor 282 Mr Porta Support porta-billing-slave 2016-04-13 08:48:59 UTC
48 @ Configure Monitor 282 Mr Porta Support porta-biling-master 2016-04-13 08:48:59 UTC
45 ® Configure Monitor 282 Mr Porta Support porta-configurator 2016-04-13 08:48:59 UTC
% ® Commit Configuration 282 Mr Porta Support porta-um 2016-04-13 08:48:08 UTC
& ® commit Configuration 252 Mr Porta Support porta-billing-slave 2016-04-13 08:48:58 UTC

G it P fimentinn ey PO, st bilinn b EISPRYI: nime

Pags 1 of309 | b M| @ Displaying tasks 1 - 15 of 4622

Field Description
Indicator Shows the type of configuration:

e A green indicator — Active configuration (the
one currently applied).
e A red indicator — Backup configuration
(the configuration previously used).
e A grey indicator — Inactive configuration.
Configuration | The name of the configuration.

Description A short description of the configuration. This field is
not mandatory.

User The user who performed the configuration.

Last Updated | The time when the configuration was last edited.

You can create a new configuration by clicking the Create button, typing
in its name and description and choosing which software version it applies
to.
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Configurations <

-
 Build: #§54-0-1-pc
.

N

Description

Last Updated

81 %
|

-~ Configuration details

MR53-0_to_MR54-0_1458975164'
X

= Build: mr}| Name Configurationp82
27| Build: mr54-0-1-pc W
Description:
2
.
276
2 Save Cancel
275
274 Cloned from "273

If the configuration already exists, you can edit its description by double-
clicking on it.

You can clone the configuration by clicking the Clone button (to clone
a configuration means to copy it), or delete it using the Delete button.

You cannot change or delete the active (currently applied) or the backup

(previously used) configurations. This is to ensure that there is always

a “stable” configuration you can use for rollback. You can open such

a configuration for review using the r Configuration Details button,

or you can create a new configuration as its exact copy (and then edit this
new configuration) by using the Clone button.

You can easily compare two configurations and see the differences
between them. Choose two configurations by holding down the Ctrl
button on your keyboard, and then click the Compare button which will
become highlighted above.

Servers | Configurations < | Environments | Users | Update < £ - porta-support
[CJ Create (5] Compare
Cenfiguration ] Descripticn User Last Updated ~
.
= Build: mr54-0-1-pe 1
._a 282 L] Cloned from ‘281 Mr Porta Support  2016-04-13 08:43:57 UTC
3 @281 1 Cloned from "280" 1502465 Mr Porta Support  2016-03-31 14:50:33 UTC
g @280 H Cloned from '279-rev.2_update_From_MRS3-0_to_MRS4-0_1458575164' Mr Porta Support  2016-03-30 12:01:50 UTC
&= 279-rev.z,updatefmm,MRSB-D,t@'leq Cloned from 279-rev.2 during update Mr Porta Support  2016-03-26 06:52:52 UTC
¥
Configuration difference between '279-rev.2_update_From_MR53-0_to_MR54-0_1458975164' and ‘280’ *

Main Configuration Difference Monitor Configuration Difference

Instances Options

=] No difference Name Emviron... | Instance Configuration 278-rev.2_update_Fr Configuration '280'
] SureTax.URL {changed) Interact. = [  https://testapi.taxrating.net/Serv.
2] SureTax.Key (changsd) Interact.. = [3 2c23c987-7669-4538-0120-fadd...
2] SureTax.Login (changed) Interact.. = [ 000000443
= SureTax.TestMode (changs . Interact. [ & v

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com

Click the [ Configuration Details button for the required option of
the corresponding configuration to open it in the configuration editing
mode. Bear in mind that you cannot change or delete the options of an
active or backup configurations.
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Configuration Information

On this page you can see the Configuration Tree, Environments,
Groups panels and the panel where all the configuration options for

a given service are shown.

Configurations <
Clone [ Delete
‘Configuration ‘280" information

S CheckiApply

PortaMonitor Configuration

£ Clone
PortaSwitch Configuration
e

Configuration Tree Environments

¥~ porta-support |~

Search: | presence

Groups

Global
= PortaSwitch Fpb
@ Awiliaries & PortaOnelnternal
@ (3 CallRecording

i Testing
Clustersuite

&

Configurator [PortaSwitch/G:Mandatory

i Elasticsearch
% Global

& jobserver

i Mandatory

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com

@0 MGate = ® admin_server_name * (Node: Adm b=
=0 Admin ) @ ® admin_server_name * (Instance: p
j I;gImEngm # ® canonic_name * (Node: Presence)
@ (5 LogServer @ canonic_name * (Instance: porta-p presl.com =]
(50 Presence @ CANONIC_NAME * (Node: PortsSIP) | siplenv3.portzons.com =1
HIIRT 2] CANONIC_NAME * (Instance: porta. | newdemosip.portaone.com b ]
@ £ PortaSIP @ ® CANONIC_NAME * (Instance: porta.. | siplenv2.portaon =
B PortalM @ CANONIC_NAME * (Instance: porta... | sip7

] CANONIC_NAME * (Instance: porta._. | siplenv4.portaone.com =]

CANONTC NAME * (Tnctanca: nars | sinlenvs nortanne rom

5

Some options can be specified at the level of the particular instance and at
the level of the configuration tree node that holds this instance.

For example, in the Configuration Tree panel you can choose
PortaSwitch->Admin->porta-billing—web-1@porta-billing-slave
and set the Debug_timer option for this instance. (You can find this
option in the Global group.)

PortaSwitch Configuration PortaMonitor Configuration
Configuration Tree +/[=1 | Groups
([ Instance dlone [ Ins | & Global |
= Portaswitch ¥ Ports_Realm
@ 70 Awdliaries i RadiusClient
(7 callRecording & selfcare
El ClusterSuite & Sokoban
2 SIPCluster ﬁ
T -
Dispatchinghode e 120
/PortaSwitch/Admin/T:porta-billing-web-1@porta-billing-slave / G:Global +=
Processinghode
WebCluster @ © pebug * No
Configurator ] Debug_Timer
@ IMGate ] Debug_Timer_Log
= Admin 3 ® pebug_Timer_Logs_Rotation *
] _‘1p{)rtarb\|hr\gr\\.'eb71@pcrla—hw\|lr\gsll 4 ® Debug_Timer TS_Log
= 0 BillingEngi
3 # BillingEngine @ © maintainer *
i porta-billing-radius-1@porta-biling-m "
] Time_Zone
E] DB

But you can also specify the same option at the level of the configuration
tree node PortaSIP (PortaSwitch->Admin->...).
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Ce i itor Configuration

Configuration Tree +/= | Environments Groups.

[} Instance create | Global I § DiscountPlans o
= 3 PortaSwitch i pb % E911
# () Awilizries % PortaOnelntarnal i eSELECTplus
) CallRecording & Testing & EventQueve
= Clustersuite e—— i FollowMe
" .  InteractiveDemos. - i Global o
Dispatchinghiode
{Portaswitch/Admin/G:Global ™
Processinghode
WebCluster @ © analytics_query_timeout * 3600
Configurator @ © Debug *
& () IMGate ) Debug_Timer 3

| 565 Admin |
i porta-billing-web-1@porta-billing-sia

Debug_Timer_Log
Debug_Timer_Logs_Rotation *
Debug_Timer_TS_Log
DisableInvoiceGeneration

a BillingEngine

i porta-billing-radius-1@porta-biling-
=08
3 LogServer

B E e BEE

Email_As_Phone_Number * Yes 2

If you specify the option value at the level of the configuration tree node,

it becomes a defanlt value for all the instances under this configuration tree
node. The Configuration server will choose which value to use according

to the following rule:

e If you specify the option value at the level of a particular instance,
the Configuration server will use this value and ignore the data
specified at the level of the configuration tree node;

e If you leave the option value at the level of a particular instance
blank, the Configuration server will use the default value — that is,
specified at the level of the configuration tree node.

The same rule applies when you specify options for environments.

You can set up configuration options for each billing environment
separately or you can do this globally for all billing environments by
specifying a defanlt value.

Note that it is not always correct to specify default (global) values for the
options since such settings are applied to all instances, some of which may
be located on different physical servers. For example, if you set private
LADDR (Layered-Architecture Device Driver) for PortaSIP® on the
global level, the configuration will be correct as long as all virtual
PortaSIP® instances are located on the same physical server. However,
there can be two or even more PortaSIP® servers within PortaSwitch®
installations. In such cases, setting a default value for the private IP
address (LADDR) may not be correct since some PortaSIP® instances
that are located on other physical servers, may adopt the specified IP
address (that doesn’t belong to their server).

Instances

A service which runs on your server (e.g. “web interface” or “SIP server”)
is called an instance. Each service requires its own IP address, so that it
can be accessed by your customers. To add a new instance, press the (4
Instance create button. In the pop-up window, choose the server which
this instance will run on, its service IP and a billing environment where
this instance will run, and then press Save.
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To change these settings later on select the instance from the
configuration tree and double-click on it.

PortaSwitch Configuration

Configuration Tree

g-radius-1@porta-biling-master

Groups

Diamster
Instance details b3

Inner name: porta-billing-radius-1

Server: portz-biling-master ~
r/G:Diameter

{ Service IP: 193.28.87.212

Save Cancel

[

[

In the configuration options window, you can see instance options with

either default values (shown in grey) or explicitly defined values (shown in
black). To edit a specific option, double-click on it. You can also add one

more value by using the € Add Value button.

To find additional information about the required option, click the & plus

sign on the left. Once you open the required option, you will see its
description and an alert about possible action in case you change the

option value:

PortaSwitch Configuration

Configuration Tree +|=

[} Instance done [ Instance ¢
= PortaSwitch
@ Awiliaries
@5 callRecording
25 Clustersuite
=00 SIFCluster
DispatchingNode
Processinghiode
WebCluster
Configurator
@) IMGate:
=5 Admin
» porta-billing-web-1@porta-billing slave

= EillingEngine
i porta-billing-radius-1@porta-biling-master

Ele)

(5 LogServer

() (539 Presence

@feT

PortaMenitor Configuration

Groups
& RadiusClient =

i SelfCare

& Sokoban

i Tariff

i VirtualHosts

& Worker
{PortaSwitch/Admin/I:porta-billing-web-1@porta
* o

ling-slave/G:VirtualHosts DE

a0 EOEE B B

admin_server_name

admin_server_port * 1

MaxRequestsPercChild * M40 2 =

MaxSpareServers M0 = "f
()

media_server_alt_names

media_server_certificate_chain_f

Sets the optional all-in-one file where you can assemble the certificates of Certification Authorities (CA) which form the certificate
chain of the server certificate.

1) spache

If you see & red or ! yellow triangles — the option value change requires
a service restart or reload (there might be a period of service downtime

when you apply this configuration).

If you want to create one more instance with the same options as in
the existing one, use the £ Instance clone button.

After all the values have been set, press the ¥ Check/Apply button to
verify if the configuration is valid (e.g. all the required options have values
assigned to them); then on the pop-up window with the status
information you can choose whether to perform a complete check or
apply the configuration right away.

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com
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If you want to check whether any services will be restarted when a new
configuration is applied (e.g. for more suitable scheduling) press the
Complete Check button. The system will simulate the whole procedure
and provide a detailed log of actions that will be executed when the
configuration is applied.

NOTE: When you apply a backup PortaSwitch configuration, the backup network
configuration is simultaneously being applied.

If you are satisfied with the results of the preliminary check, press the
Apply button. As soon as the configuration has been applied, you will see
this action displayed on the Task page.

NOTE: The Check/Apply button saves the configuration before checking it.

NOTE: We strongly recommend AGAINST applying a configuration that contains
instances residing on the servers that in turn are not available (server is down
for some reason).

There is also extended Search functionality inside each configuration tree
that allows you to make a search by the option’s name or value, or

the name of the instance. Start by simply entering the target value to see
all the possible variants.

2 Clone 4 CheckfApply Search: |imgate|
PortaSwitch Configuration | PortaMonitor Configuration Log.log_level_imgate
Log.log_level_resiprocate_imgate
Configuration Tree nE| | — 0.log_level_resip :_img:
= Portaproxy. IMGateServer( porta-sip-1)
| Instance cl Insta Diamets
:—' EEmen D & Diameter Portaproxy.IMGateServer( porta-sip-2)
B PortaSwitch ¥ Log Portaproxy. IMGateServer{ porta-sip-3)
Auxil s S
° (u:‘:a”e;  RADIL Portaproxy. IMGateServer(porta-sip-4)
(7 CallRecording -
i ServiceTypes Portaproxy.IMGateServer( portz-sip-5)
[ (50 ClustersSuite
Configurator [Portaswitch/BillingEngine/I:porta-billing-radius-1@porta-biling-master/G:Dian POIaproxy.IMGateserver(porta-sip-6)
5 MGate B Enabled * Portaproxy. IMGateServer( porta-sip-22)
B9 Admin 5 ® HTTP Server Auth_Group * ProcessingNodeIMGate.auth_cache_time:
=530 BillingEr ProcessingNodeIMGate.auth_negative_cc
= BillingEngine E  ® HTTP_Server_Auth_User ¥ < R
4 porta-billing-radius-1@perta-biling-master * ProcessingNodeIMGate.auth_realm
@  ® HTTP_Server_IP .
=008 imgate.auth_realm <
@5 Logserver @ @ HTTP_Server_Port * 8663 5

Environments

On this page you can manage virtual environments.

Servers | Configurations < | Environments | Users || Update > {2/~ porta-support |+
[ Craats D Reload
Name Description
pb The default environment
PortaOnelnternal
Testing
InterOps
InteractiveDemos
Demo
callforvarding
web_cover_env Environment for Web tests (£467259)
TechWritting

B @ N s w N e
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Field Description

Name The name of the environment.

ID The internal ID of the environment.

Description | A short description of the environment. This field is

not mandatory.

NOTE: Only users with Root and Admin roles can create and delete environments.

This tab is for editing information about users who have access to the
Configuration server. To edit, simply double-click on the particular user:

Servers | Configurations = | Users | Update £/~ porta-support |~
& Create B R=-apply SSH
Login < Name Email Activation Date Expiration Date Role. Time zone SSH Account
® Dow Klaus Haerte! Kaus@portacne.com 2011-06-09 2011-06-30 Monitor uTC No
® mhidik Mike Kidik mhidik@portaone.com  2011-08-18 Root Europe/Kiev No
mod mod med mod@portacne.com 2012-07-25 Root utc No
® porta-support  Mr Porta Support shandr@portaone.com  2010-05-18 Root ute No
qdastf] qdash Kaus@signalg.ca 2015-12-17 Root utC Yes

®test ¥ Andrew Zhilenko andrew@ti.cz 2011-01-06 Admin America/Vancou... No

¥
User details *®

General

Login: porta-support

Email: shandr@portaone.com

| Full Name

Password: ]

Confirm password:

Time Limitations

Activation Date: 05/18/2010 |

Expiration Date: =

Other

Role: Roat v

Time zone: uTc v

SSH Account: [ allow access

Save Cancel
Field Description
Status The status of the user: when the button is red,
the user is offline; when it is green, the user is online.
Login Shows which name the user is logged in with.
Email The email address of the user.
Salutation Defines which greeting will appear to the user
(e.g. Mr., Ms., Mrs., etc.).

First Name The first name of the user.
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Update

M.I. The middle name of the uset.
Last Name The last name of the uset.
Password Allows you to change the password for this user. By

clicking the @ Auto-generate icon, a random
password is generated.

Confirm Repeat the password defined for this user.
password

Activation The date when the user was activated.
Date

Expiration The date when the user’s rights will expire.
Date

Role Shows the user’s role:

e Root provides access to all options and tabs.

¢ Admin provides access only to the Servers
and Configurations tabs.

¢ Read-only users have access to all the same
tabs as Root, but cannot make changes.

e Monitor only gives access to the monitoring
system web interface via the Monitor button.

Time Zone The time zone in which the user is operating.

SSH Account | Indicates whether the user is allowed to log in to
servers in the current installation by using SSH.

You can create and delete users using the Create and Delete buttons,
respectively.

NOTE: The user will be able to log in only after the activation date. Likewise, the user
will not be able to log in after the expiration date.

The Re-apply SSH button allows the creation / recreation of UNIX
accounts on all servers for the selected user. This allows the user to log in
to servers in the current installation by using SSH, which is required if this
user was initially created without SSH access — or if new servers were
added to the installation.

The update is performed via the Configuration server. If you wish to
update your system, please contact the PortaOne support team at
support@portaone.com, who will provide you with further assistance.
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Custom

This tab allows you to manage custom software and patches on your
servers. When entering this tab you see the list of RPM packages. It is
divided into two groups:
e DPorta packages — list of all PortaOne RPM packages
e Third-party packages — already installed third-party RPM
packages

An indicator on the left of the package name shows whether it contains
patches (green light), does not contain patches (grey light) or cannot
contain patches (red light).

Servers | Configurations | Users | Update = | Custom | Deposit £~ porta-support ~

2 upload
Name = Description Upload date

I Porta packages

B ® archivist

& ® bobua

@ cassandra-aux

T @ chedsuite

F @ dbup

H @ dbup2

& ® dizcony

@ edgeproxy .

Task monitor %
Task Configuration User Server Last Updats

& ® Configure Monitor 282 Mr Porta Support porta-um 2016-04-13 08:49:08 UTC

%5 ® Configure Monitor 282 Mr Porta Support porta-billing-slave 2016-04-13 08:48:59 UTC

& ® Configure Monitor 282 Mr Porta Support porta-biling-master 2016-04-13 06:48:58 UTC

&5 ® Configure Monitor 282 Mr Porta Support porta-configurator 2016-04-13 08:48:59 UTC

The Custom tab provides the following activities:

Field Description

Upload Uploads new third-party RPM package.

Download Downloads third-party RPM package from the server.

Delete Removes selected RPM package from the repository.
This option is only active for third-party RPM
packages.

Clean Removes all patches from the selected RPM package.

Status Shows status and version of RPM package on all
servers within the installation.

If a PortaOne RPM package is patched, its name appears bold in the list.
When clicking the # icon on the left of the desired package, the Patches
block opens. This block will contain the list of all patches if they are
already uploaded for a particular RPM package.
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i Upload

Package 'porta-billing’ patch-sets.

Name

i Upload 8 Download | g Build | gy Delete

Patches amount Description Life time Build Upload date =~

VoiceCallsRoaming.pm.patching

1 Added modificat... forever 2016-04-13 14:27:51 UTC

A patch can have one of three kinds of status:

e New (grey indicator) — a patch was uploaded and has or has not
been used before

e Applied (green indicator) — a patch is currently applied to the
RPM package. Click the # icon to view logs. Note that patched
RPM must be installed to become effective

e Error (red indicator) — the application of a patch has failed. Click
the # icon to view logs

The Patches block provides the following activities:

Field

Description

Upload

Uploads a new patch file. You will see a pop-up
window where you should choose the file to upload,
enter a description and specify a Lifetime and
Source code for a patch.

Download

Downloads a patch from the server.

Build

Rebuilds the selected RPM package with the uploaded
patch included. Note that changes won’t become
effective immediately — the patched RPM must be
installed to take effect. For more information see the
Patch upload section below.

Delete

Removes the patch from the list.

NOTE: It is prohibited to delete a patch while in an “Applied”
state. To remove it, clean the patched RPM package first.

Clean

Removes selected patch from the RPM package
or resets error status. Note that changes won’t
become effective immediately — the patched RPM
must be uninstalled for the original RPM to take
effect. For more information, see the Patch upload
section below.

Patch’s LifeTime

Every uploaded patch has a lifetime parameter. This means the “finish
date” for an RPM package or patch propagation.

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com

26



Portalf Switch® System Management

Why specify a lifetime for a patch

When you modify a PortaOne package, you are actually applying patches
on top of an underlying PortaOne code. Since PortaOne developers
always work on improving code and adding new functionalities, the
software (packages and files they contain) changes with every new release.
To make sure that your custom patches are up-to-date after a software
upgrade to a new release, you will a/ways need to sync your custom patches
with the updated underlying code, and fix any hunks in your patches that
no longer apply. This is called rebasing your custom patches. By setting a
specific lifetime for your custom patches, you ensure that the patch will
not be applied to a new release where it hasn’t yet been tested by your
team. Another example might be when a patch is only applied to certain
releases or builds, because in later releases, it loses its viability.

How to use the lifetime of a patch

The lifetime parameter permits the specification of specific software
releases and builds. An RPM for a new version with a patch included will
automatically be rebuilt and installed (during the PortaSwitch® update
procedure).

There can be several patches with different (or the same) lifetimes for one
package but only one of them can be active. If there is an active patch
(included in a successfully built RPM package) and a new RPM package
with another patch has been successfully built, the latter patch becomes
active and the former patch becomes “new” (the RPM package with

the former patch is removed from the repository).

Lifetime can be one of the following:

e Forever — An RPM package with custom patch included will
automatically be rebuilt and installed during every PortaSwitch®
update procedure. In case of failure, the PortaOne support team
will notify you about the error.

e Release — An RPM package with custom patch included will
automatically be rebuilt and installed during a PortaSwitch®
update to any build within a specific release.

e Build — An RPM package with custom patch included will
automatically be rebuilt and installed during a PortaSwitch®
update to a specific build ONLY.

You can specify a Source code for building an RPM package. It can be
one of the following:
e Latest — defined by active configuration (e.g. latest hotfix
for current build).
e Strict — user defined build string (e.g. “39.0-2.20101213” — source
RPM package for MR39-0-1-be).
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Note that the above feature is mainly used by the PortaOne support team
to manage available hotfixes for a specific RPM package. If you need the
list of available build strings, please contact the PortaOne support team at
support@portaone.com.

In case of a strict build, its string is displayed in brackets in the Life time
column of the patches list.

Note that for patched PortaOne packages as well as new third-party

A packages to take effect, they must be installed via a software upgrade (as
a separate operation or as part of a PortaSwitch® update procedure). For
more information, see the Pafch upload section below.

Patch Application to an RPM Package

When you introduce changes, either to PortaOne packages or to third-
party ones, you want the changes to remain effective after the software
upgrade procedure. To do this it is necessary to prepare a custom patch
(a file that describes the differences between the original and modified
files) and upload it to the Custom tab. Below you will find step-by-step
instructions on how to create and apply a custom patch and helpful hints
on how to ensure that it works with the new software release.

Note: We encourage you to review your custom patches before the software upgrade
to make sure that they can be applied to the updated software in a new release. This
is the responsibility of the customer to fix any hunks in the patches that no longer

apply.

Patch preparation

To prepare a patch we use a standard “diff” Linux command that makes a
line-by-line comparison between the original and modified files and shows
the difference in a specific format. Let’s consider this example of patching
the /home/porta-billing/site_lib/Porta/Modules/VoiceCallsRoaming.pm
file if changes were introduced into this module file and the custom
modified file was saved as /home/porta-
one/VoiceCallsRoaming.pm.patched:

Follow these steps to prepare a patch with your custom modifications.
Please note that you will need to run some of these commands with root-
level privileges (e.g. use the sudo command):

1. Go to the directory where the original file is located:
cd /home/porta-billing/site lib/Porta/Modules

2. Rename the original file to VoiceCallsRoaming.pm.orig, and your

custom modified file to VoiceCallsRoaming.pm:
mv VoiceCallsRoaming.pm /home/porta-
one/VoiceCallsRoaming.pm.orig
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mv VoiceCallsRoaming.pm.patched
VoiceCallsRoaming.pm

Find the name of the RPM that contains the file. The patch must
be applied to this very RPM:

rpm -gf VoiceCallsRoaming.pm

The command will have the following output:
porta-billing-38.0-3.20131215.el6.noarch,

where “porta-billing” is the name of the RPM and
38.0—3.20131215isthebuﬂdsnjng

Go to the SRPM (Source RPM) package root folder (See

Appendix B for the most useful SRPM packages):
cd /home/porta-billing/
Now you are in the /home/porta-billing/ folder

Create a patch using this single command:

diff -Nau /home/porta-one/VoiceCallsRoaming.pm.orig
site lib/Porta/Modules/VoiceCallsRoaming.pm >
/var/tmp/VoiceCallsRoaming.pm.patch

Check that the patch was created correctly and that it only

contains required modifications:
less /var/tmp/VoiceCallsRoaming.pm.patch

Download this file (/var/tmp/VoiceCallsRoaming.pm.patch)
to your local PC (if you use Windows OS you may use a program
like WinSCP for this)

Patch upload

Upload the patch to the Custom tab for the ‘porta-billing” RPM package

and try
1.

to rebuild it:

Log in to the Configuration server web interface and go to the
Update—> Custom tab. On this tab, select which RPM package to
apply the patch to.

2. Click the # icon on the left of the desired package to open its
Patches block.
Servers | Configurations & || Users | Update o I Custom I Deposit £3/~ | porta-support |~
& upload & status
Name = Description Upload date
S ® makeann o
‘E oracle-encrypt
_{g porta-admin
W porta-base
i porta-billing
& © porta-callrecording
% ® porta-cdrimport
@ o porta-cdmediator
=3 porta-configurator
% @ porta-configurator-data
& @ porta-db
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3. Click Upload.

Servers | Configurations &+ || Users | Update : | Custom | Deposit ~  porta-support *
Upload % Status
Package 'porta-billing’ patch-sets k3
4 Uplead
T Patches amount | Description Life time Build Upload date =
|
"
1
v

4. Specify the patch name and select the patch file to add it to the
list.

Package 'porta-billing’ patch-sets kS
Upload patch-set x
Name: VoiceCallsRozming. pm.patching Lt auld Upload date
Description: Added modifications accoding to internal

ticket #123456

Life time: Forever .
Source version: @ Latest
© strict
= | Patch list
Name

-

Add patch file: Brow

¢

Cancel

5. When the patch has been added click the Upload button.

Package 'porta-billing’ patch-sets %
i Upload Upload patch-set x
Name Life time Build Upload date
Name: VoiceCallskoaming.pm.patching
Description: Added modifications agcoding to internal
ticket #123456
Life time: Farever hd

Source version:

© Strict
| Patch list
Name
VoiceCallsRoaming.pm.patch.tt. [E=]
Add patch file: Browse...

Upload Cancel

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com 3['



Portalf Switch® System Management

Package ‘porta-billing patch-sets %

Patches amount | Description Life time Build

foiceCallsRoaming.pm.patching odificat... forever

Upload patch-set %

\i‘) Patch-sat has been successfully creatad

oK

6. Click the Build button to rebuild the RPM package with the
uploaded patch included.

Custom |~ | porta-support |~

Package 'porta-billing’ patch-sets x
3 Upload 38 Download | 3% Build | 5 Delete
Name 1 Potches amount | Description Life time Build Upload date +
VaiceCallsRoaming.pm.pafghing 1 ‘Added modificat.. forever 2016-04-13 14:27:51 UTC
1
.
1
A4

7. 1f the RPM package with the patch has been rebuilt successfully,
you will see the green indicator in the patch Name column. If the
indicator is red, then the RPM hasn’t been rebuilt with this patch
and you can click the #& icon to find the reason in the logs.

Custom - porta-support -

Package 'porta-billing' patch-sets. x
4 Upload & Download | 3% Build | iy Delete
Name Patches amount | Description Life time Build Upload date 4
VoiceCallsRoaming.pm.patching 1 Added modificat.. forever 2016-04-13 14:27:51 UTC

8. Now the patched PortaOne package can be installed via the
A software upgrade (as a separate operation or as part of a
PortaSwitch® update procedure). If you wish to install a newly
built package, please contact the PortaOne support team at
support@portaone.com, who will provide you with further
assistance.

Deposit

This tab allows you to create a list of custom files (e.g. sudo configuration
files) and directories that should remain on your servers during the
software upgrade.
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Deposit
Deposit details
Path: fhome/partz-one/traffic_imitator/
Type: Directory
Description: Traffic Imitator directonyl

ioning.conf

Save

¥~ porta-support |~

Description

Cancel

When the system is being prepared for a software upgrade to a new

release, the files are automatically copied to the partition where the new
version of the code is installed, and therefore appear on the production

partition after the software upgrade.

Note that files and folders specified on the Deposit page don’t become

duplicated; they will be taken directly from specified folders during a

software upgrade. Therefore, all changes made to these files after adding

them on the Deposit page (including removal) will be preserved. For

example, if files are physically deleted from the file system, they will be

lost despite the fact that they were added on the Deposit page.

Task Monitor

Using this tab, you can view information about how configuration
changes are applied to the system.

Task monitor

Task
Configure Monitor
Configure Monitor
Configure Monitor
Configure Monitor
Commit Configuration
Commit Configuration
Commit Configuration
Commit Configuration
Apply Configuration
Apply Configuration
‘Apply Configuration

ggede e ed

Apply Configuration

Configuration User
Mr Porta Support
Mr Porta Support
Mr Porta Support
Mr Porta Support
Mr Porta Support
Mr Porta Support
Mr Porta Support
Mr Porta Support
Mr Forta Support
Mr Porta Support
Mr Porta Support
Mr Porta Support

Server

porta-um
porta-billing-slave
porta-biling-master
porta-configurator
porta-um
porta-billing-slave
porta-biling-master
porta-configurator
porta-um
porta-billing-slave
porta-biling-master
porta-configurator

Last Update.

2016-04-13 08:49:08 UTC
2016-04-13 08:48:59 UTC
2016-04-13 08:48:58 UTC
2016-04-13 08:48:58 UTC
2016-04-13 08:49:08 UTC
2016-04-13 08:48:59 UTC
2016-04-13 08:49:00 UTC
2016-04-13 08:48:00 UTC
2016-04-13 08:48:00 UTC
2016-04-13 08:48:00 UTC
2016-04-13 08:49:00 UTC
2016-04-13 08:48:00 UTC

Field

Description

Task

Shows the type of action performed, e.g. “Apply

Configuration.”

Configuration

Shows the configuration that was used.

User

Shows who performed the task.

Server

The server where the task was performed.

Last Updated

The time when the information about the performed
action was updated.
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State Indicates the state of the task:
Indicator e A grey button — The task has started.
e A yellow button — The task is being
performed.

e A green button — The task has been
performed successfully.

e A red button — Errors have been detected
during task execution. Check logs to obtain
additional information.

You can also see the log of applied configurations by clicking the &
icon.

At the bottom of the page, below the Task monitor, you can see the
page related options. You can go to the next page or the previous one,

jump to the first or last page, or use the < Refresh button to update
any of the pages.
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= Initial
Configuration of
PortaSwitch®

Once you have installed the software on the servers, you have a blank
system which can be configured in various ways to meet your business
requirements. The Configuration server allows you to specify a role or
even a set of roles to be assigned to each server. This chapter will
demonstrate how to set up the initial configuration of the system.
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Checklist

Print the following page and perform the system setup by following the
instructions, using them to check off the operations you complete. Please
be sure to perform all of the operations (all of the boxes should be
checked); otherwise the system will not work as desired.

Operation Done
Add servers [
Create configuration [
*_Add main instances [
Add three Cassandra instances [
Add MasterDB instance [
Apply the configuration [
Add StandByDB instance (optional) [
Apply the configuration [
Add ReplicaDB instance [
Apply the configuration [
Add BillingEngine instance [
Add Admin instance [
##* Add two DispatchingNode instances and assign the virtual IP [
address to them

Add two ProcessingNode instances [ ]
Add VoiceMailDB instance [ ]
Add Elasticsearch instance [ ]
Add LogSetver instance [ ]
Add additional instances (optional)

Add RTDB instance

Add RT instance [ ]
Add CallRecording instance [ ]
Create Auxiliaries such as SMSTrigger, STUN Server and / or
XDRImport [ ]
Apply the configuration [ ]
Create new billing environments as needed [ ]

* Adding the main instances should be performed in the foregoing order.
*# DispatchingNode instances must each be added on their own physical
servers.

We recommend that you follow all the above steps in the suggested order

A in order to avoid issues during configuration. Some components may have
external prerequisites that must be satisfied in order to be configured
propetly. For instance, to correctly set up database replication, the
MasterDB must be configured before the ReplicaDB.
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Add Servers

Adding servers is the first step of your initial system configuration
(depending on your specific type of installation, the number of servers can
vary).
1. Go to the Servers tab.
2. Click the Add button on the toolbar, and fill in the fields in
the Server details dialog box:

Servers

Name 1P address Instances Build Alternative build  Time zone Description

E]
porta-biling-master Server details x] kb b =
b=
Name: BillingServer
porta-billing-slave UTH ave +callback
Site name: Main v
TP address: 10.40.40.26
Time zone: uTc v b
porta-configurator JESIEIETE Temporary server mrs3-0 uTC
db
porta-u i 5 T ~
Save Cancel

Task monitor

Task User Server

Mr Porta Support porta-um

Canfigure Monitor

NOTE: When adding a server to the installation on this page an IP is specified. This
IP is automatically considelred internal so it and its NIC become read-only in Network

configuration UI.

3. Click Save.

Add IP Addresses

Once you have added servers, you can add public IP addresses that will be
assigned to the particular instances in the later steps of the PortaSwitch®

configuration.

1. On the Servers tab, choose the server for which you wish to add
a public IP address, and click & Change server configuration.

Servers | Configurations < || Users | Update - {2/~ porta-support |+

& Add 3 Ping

Name = 1P zddress Instances Build Alternative build  Time zone Description
& Site: Main
' porta-biling-master 192.168.193.152  porta-db-master-1(193.28.87.212 mr54_0_1_db mr53-0 utc
B
porta-billing-radius-1 (193.28.87.212)  mr54_0_1_be

configurator-agent (192.166,193.152)  mrS4-0-1-pc

2. Go to the Network tab, click = Add, and choose IP address.
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System Network
g Add - -

IP address

17|

Interface 3

3. In the IP address dialog box, specify the following information:

e Interface — You can select only public interface here
e IP address
e Netmask

Network
Cluster IP address

1 IP address X
Senver: portz-biling-master

1| Interface: ens32 .
1P address: 193.28.87.208
Netmask: 255.255.255.0

save Cancel
4. Click Save.

In case you want to run several service instances on one physical server,
you need to first associate the additional IP addresses with the public
network interface of the server (this process is called “IP aliasing”). To do
this, repeat steps 1—4, and specify the required IP alias in step 3.

Create a Configuration

After you have added all the required servers, go to the Configurations
tab. Here you can create a configuration to fit your needs.

To create one, press the Create button and then specify its name and
description and choose which software version it applies to.

Configurations &

onfiguration Description

User Last Updated

. Configuration details X
E p
> Name: Test_conf
it Build: mr54-0-1-pc
3 | MRS4-0_1458575154
o Description: Test configuration
El

Save Cancel

Cloned from "276-rev.2

You will see a Configuration Tree, Environments, Groups panels, and the
panel where all the information about a given service is shown.
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Configurations < R T

Configuration 'Test_conf' information X

@I DB

RT
PortaSIP
PortaUM

= Clone 4 ChedkfApply Search:
PortaSwitch Configuration | PortaMonitor Configuration
Configuration Tree +/=/ | Environments Groups.
Global i DbMySQLClient -
505 Portaswitch & pb ¥ DbOraclClient
#0 Auxiliaries I PortaGnslnternal i Elasticsearch
CallRecording s Testing & Global
@ () Clustersuite b Intercps I jobserver
Configurator
. i InteractiveDemos - I Mandatory -
IMGate
Admin PortaSwitch/G:Mandatory +=

illingEngine

LogServer

Presence

maintainer * (Env: pb)

Env: PortaOnelntemnal)
Env: Testing)

Env: InterOps)

Env: InteractiveDemos)
Env: Dema)

= )

maintainer *

maintainer *

=

maintainer *

[

maintainer *

[

maintainer *

=

maintainer *

[53

Env: callforwarding)

maintainer *

[

Env: web_cover_env)
Env: TechWritting)

maintainer *

[

Add Instances

Keep

in mind when adding an instance

Interaction specifics

When adding instances, keep in mind the following idiosyncrasies of their
interaction:

If there are two or more instances that depend on the Apache
web server (at the moment these are: Admin, CallRecording,
SMSTrigger, RT), they must be configured with different

IP addresses (‘service IP’) or ports. Otherwise, the Configuration
server will display warnings during the configuration check and
the configuration will not be applied.

In order to keep the system working efficiently do 707 under any
circumstances, put the following instances on the same server:

o MasterDB and ReplicaDB

o BillingEngine and LogServer

Instances necessary for a secondary site

Note that for a secondary site to provide all the necessary services in
standalone mode, the following minimum set of instances must be
configured on it:

BillingEngine — This instance calculates applicable charges
according to product, tariff and other billing parameters.

PortaSIP Cluster instances: one Dispatching Node and one
Processing Node — Each of these instances is necessary for voice
termination, transmission of instant messages, and Media Server
functionality. These instances are not required if you do not
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provide any of these services (for example, if you exclusively
provide Internet access).

OracleDB or StandByDB (depending on what type of database
you use, Oracle or MySQL) — StandByDB is an actual replica of
the MasterDB, and as such, provides all the information about
existing accounts, products, service configuration, etc. when the
MasterDB is unavailable. Note that new xDRs are stored in the
special database with deltas, whose instance you do not need to
add independently. When the primary site becomes available
again, information from the database with deltas will be
synchronized into the MasterDB.

For Oracle the procedure is similar, but in this case a database
administrator manually defines which OracleDB instance will be
for the “master” database, which for “standby” and which for
“database with deltas.”

PortaAdmin — While the web interface is not available in
standalone mode, this instance also runs apache services which are
responsible for the callback feature and several other IVRs, and
XML / JSON API access. Configure this instance if you require
such functionality in standalone mode.

LogServer — This instance is responsible for storing BE logs and
together with Elasticsearch, for storing SIP logs.

Elasticsearch with the with_indices option set to logs —
Together with LogServer this instance is responsible for storing
SIP logs.

Note that Media Server functionality and XML / JSON API access are
limited in standalone mode. For more information, please refer to the
PortaSIP Media Server Administrator Guide, PortaSIP XML / JSON API
Reference Guide and PortaBilling XML / JSON API Reference.

Auxiliary functionality, such as Call Recording, xDR Mediation or Request
Tracker system access is unavailable in standalone mode.

How to add all necessary instances

Perform the following steps (using the checklist above to maintain order):

1.

From the Configuration Tree, choose DB Cassandra.

NOTE: Three Cassandra instances must be added in all. These instances can
be created on servers that do not have databases (e.g. Configurator, Admin,
PortaSIP, etc.). We suggest that you place these instances on servers with
large amounts of RAM and choose internal IP addresses for each of the three
Cassandra instances.

Click the Instance create button. In the Instance details dialog
box, choose which server this instance will run on and its service

IP, then click Save.
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o1

Repeat steps 1-2 to add two more Cassandra instances on two
other servers.

From the Configuration Tree, choose DB>MySQL->MasterDB.
Click the Instance create button. In the Instance details dialog
box, choose which server this instance will run on and its service
IP, then click Save.

Configuration "57" information

Portaswitch Configuration

Configuration Tree

J (TIMySQL

Check/Apply

Groups

DatabaseServer

Instance details x

Inner name: porta-db-master-1

[Portad | Server: configurator v

1 Service IP:
[

10.40.40.49| v

Save Cancel

4 ® master_sync_binlog

MasterDB

RTDB

10.

11.

12.

13.

© 2000-2016 PortaOne, Inc. All rights Reserved. www.portaone.com

Specity all required options.

Click Save, and then Check/Apply to see whether the
configuration is valid (e.g. all the required options have values
assigned to them). Next click the Apply button. As soon as the
configuration has been applied, you will see this action displayed
on the Task page at the bottom of the screen.

Clone the applied configuration. To do this, click the Clone
button on the Toolbar.

From the Configuration Tree, choose DB>MySQL=> ReplicaDB,
and click the Instance create button. Fill in the fields in the
Instance details dialog box and click Save.

Repeat steps 7—8 to finish the process of adding the ReplicaDB
instance.

From the Configuration Tree, choose BillingEngine. Add the
BillingEngine instance as described in steps 5 and 6.

From the Configuration Tree, choose Admin. Add the Admin
instance as described in steps 5 and 6.

From the Configuration Tree choose

ClusterSuite=> SIPCluster=> DispatchingNode and then click the
Instance create button. In the Instance details dialog box,
choose which server this instance will run on, its service IP and a
billing environment where this instance will run and then click
Save.
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Servers | Configurations < Environments | Users | Update < } v porta-support =
J Greate [ Clone [ Delete
Configuration "57" information X
_| Clone ¥ Check/Apply Search
C C
Configuration Tree Groups
|-} Tnstance create » Dispatchinghode
57 Portaswitch » EdgeProxy
@ () Auxiliaries LimitController
() CallRecording Log
(7 Clustersuite
et PNC
3 (7aSIPCluster
= / itch/C ite/ SIPCluster/ Di: +
Dispatchingode -
brecesamatiode & ® protection_enabled Yes
WebCluster
Configurator
(5 MGate
&) Admin
(7 BilingEngine
@
@ (7 LogServer
(7 Presence
RT
@ (7 PortaSIP
& portalM
Task monitor
Configuration *57" information
Clone Check/Apply rch:
PortaSwitch Configuration | PortaMonitor Configuration
Configuration Tree Groups
B DispatchingNode
3 5 PortaSy Ed| Instance details X
4 () Auxiliaries L
CallRecord Inner name: ep-1
4 () GallRecording o
] e Server: aksip-e| "
i [ e 1
! o Portad | Senvice IP: 192.168.14.180] =
Dispatchinghode
. 4 O Environment: b >

ProcessingNode

Configurator
8 () IMGate

1 (5 Admin

# () BillingEngine
8 ()08

# (7 LogServer
# () Presence
RT
PortasIP

Brrtal IM

Save

Cancel

14. Specity the virtual IP address for this instance in the vipaddr field
of the EdgeProxy group.
15. Add another DispatchingNode instance by repeating steps 13—14.

16. From the Configuration Tree choose

ClusterSuite=> SIPCluster=> ProcessingNode and then click the
Instance create button. In the Instance details dialog box,
choose which server this instance will run on, its service IP and
the billing environment where this instance will run, then click

Save.
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Servers || Configurations ¢ || Environments | Users | Update - Y+ portasupport ~
4 Create () Clone [ Delete

Configuration "57" information x
] Clone W Check/Apply search:

Portaswitch Configuration | PortaMonitor Configuration

Configuration Tree +/~ | Groups
27 Portaswitch » MediaServer
() Auxiliaries & MUBZbua

(%) CallRecording

» MURTPProxy
El Clustersuite
» RadiusClient
= SIPCluster
() DispatchingNode I Registrar -
 ProcessingNode / i i luster/ i og =
‘WebCluster E] compressor pbzjp2
) Configurator @ count 7
80 MGate @ © log_level_db* WARN
E] Admin
@ ® log_level_radius_client ¥ INFO
(7 BilingEngine
@08 #  © log_level_registrar ¥ WARN
5 LogServer @ © log_level_resiprocate * WARN
@ Presence @ © log_level_resiprocate_subscription_m... | WARN
RT @ ® log_level_subscription_manager * WARN
] PortaSIP
] PortaUM
Task monitor
Configuration "57" information x
Clone check/Apply search:
Portaswitch Configuration | PortaMonitor Configuration
Configuration Tree Groups
Log

W MediaServer
# () Auxiliaries

L) =
i () CallRecording stemocictally x
S RS ¢ | Inner name: mu-bundle-1
3(5 SIPCluster —
DispatchingNode §| Server: akstpmi M -
ProcessingNode /Port | Senvice IP: 10.40.40.239 v
WebCluster =
=) Environment: pb v
Configurator @
@ () IMGate a == =
# () Admin
) @ © Tog_level_radius_client ™ DEBUG
4 (1) BilingEngine
308 @ © log_level_registrar * DEBUG
() Cassandra 4 ® log_level_resiprocate * TRACE
D JEETEED @ © log_level_resiprocate_subscription_m... | TRACE
& (5 MysQL -
¥sQ k] log_level_subscription_manager A DEBUG
& (7 OracleDB
3 (%9 LogServer
# (5 Presence
RT
3 (5 PortaSIP
& (% PortaUM

17. Specity the domain name of the Media server and other required
options for the ProcessingNode instance. It is recommended that
the Media server domain name resolve on the IP addresses of the
ProcessingNode instances.

18. Repeat steps 16-17 to add the required number of
ProcessingNode instances.

NOTE: It is possible to add both a DispatchingNode and a ProcessingNode
instance on the same physical server.

19. From the Configuration Tree choose DB->Elasticsearch and
then click the Instance create button. In the Instance details
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dialog box, choose which server this instance will run on and its
service IP, then click Save.

Configuration "57" information x
Clone Check/Apply search
Portaswitch Configuration | PortaMonitor Configuration
Configuration Tree Groups

Elasticsearch

) Insta

35 Port:
4 () Auxiliaries
4 (%) CallRecording
5 () Custersuite
= SIPCluster
Dispatchinghode
ProcessingNode JPortasw =

Instance details x

WebCluster E] 1

Configurator 4 © he| Innername: elasticsearch-1
() MGate
Aoghises 9 o nt| Server aksip-mb =
& (5 Admin
& (3 BilingEngine Service IP: 193.28.87.209 ~
36508

# () Cassandra Save Cancel

Elasticsearch
| MysQL
45 OracleDB

4 () Logserver

4 () Presence
RT

4 (5 PortasIP

# (7 PortaUM

20. Add the LogServer and VoiceMailDB instances just as you did for
the previous ones.
21. Add other instances by repeating steps 5-0.

NOTE: While adding additional instances to the configuration make sure that
you have specified additional IP addresses on the server's Network tab.

22. Make sure you apply the configuration after all the required
instances are added and options set.
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... Change Configuration Options?

At times you may need to change the options within an existing
configuration. For instance, you want to have the ability to record phone
conversations for an IP Centrex user and to play back the records later.
In order to enable the required functions you will need to change your
configuration options. This can be done as follows:
1. Go to the Configurations tab.
2. Clone the existing configuration by pressing the Clone button.
3. In the Configuration Tree of the cloned configuration, choose
the CallRecording node.
4. Click the Instance Create button.
In the Instance details dialog box, select the server on which this
instance will run and the service IP, and then click Save.
6. Select the newly created CallRecording instance.
7. Define options for the CallRecording instance (CleanUpPeriod,
Loglevel, etc.).
8. After all the changes have been made, click Check/Apply.

o1

Configuration Test_conf information X
PortaSwitch Configuration
Configuration Tree Groups
CallRecording
~, Instance details x
-,
Inner name: porta-call-recording-1
/PortaSwitch/¢ | Server: porta-billing-slave e
@ ® cleanUf| serice Ip: 193.26.87.31 v
=] Convert
E ® Converty save Coneel
d Cr_process_count ™ ‘
-
@ - *
— Fetcher_timeout v
Configuration ‘Test_conf information X
=) Clone S Check/Apply Search:
PortaSwitch Configuration A PortaMonitor Configuration
Configuration Tree +1=! | Groups
n
1 3 ¢ i CallRecording
=1 Portasuitch
k] Audliaries
363 CallRecording
i porta-call-recording-1@porta-billing-
@ () ClusterSuite
Configurator
MGate [PortaSwitch/CallRecording/I:porta-call-recording-1@porta-billing-slave /G:CallRecording +[—
Admin @ ® cleanUpPeriod * 5
BillingEngine © @ Converter_threads_count *
=P8 ©  ® Converter_timeout *
LS
egsener ® @ Cr_process_count *
Presence .
. e Fetcher_timeout
- © © LoglLevel * o
PortaUM H @ MaxRequestsPerchild * 50
] SipCluster_ip (%)
7] Sipenv_ip (*]
© @ Update_xdrs_timeout *
] ‘web_port
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... Create New Billing Environments?

By default, PortaBilling® already contains one billing environment called
“pb.” This environment is created automatically during the installation of
the system. However, you can create additional BE-environments if
needed.

In order to create a new environment:
1. Go to the Environments tab, and click the Create button.
2. In the Environment details dialog box, enter the name and
description of the future environment, and then click Save.

Environments ) P

-

. A [ Environment details X

Name: EasyCall

Description: Test Environment]

Save Cancel
]
Servers || Configurations = || Environments | Users | Update = £~ porta-support | -
[ Create 9 Reload
Name Description

pb The default environment
PortaOnelnternal

Testing

InterOps

InteractiveDemos

Demo

EasyCall Test Environment

callforwarding

R R R R LI TR VR

web_cover_env Environment for Web tests (£467259)

10 | @ Techwiritting

A new environment is created empty, except for a single user account
which you will use to login and then create other users, tariffs, customers,
and so on. By default, the account’s username is <ezv>-root and the
password is the same, where <env> is the name of the environment you
have just created. So if you create the environment abc, to log in to it you
will use the username abc-root and the password abc-root.

It is suggested that you change the password after you login for the first
time.
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... Configure Several PortaSIP® Clusters in
PortaSwitch®?

PortaSwitch® can be partitioned in multiple virtual environments. Each
virtual environment will have its own PortaSIP® cluster with a single
entry point (the visible IP address) running on the existing set of servers.

To configure a PortaSIP® cluster on the existing server, you first need to
associate the additional IP addresses with the public network interface of the
server (this process is called “IP aliasing”). Then you can create the cluster
instances on said server, assign an individual IP address and associate the
billing environment to each of them. It is recommended that on all
servers within the set, you add the DispatchingNode instance (it is on
standby) for redundancy and the ProcessingNode instance for load
distribution.

To deploy a new PortaSIP® cluster, complete the following steps:
1. On the Servers page, select the server where you want to run the
cluster DispatchingNode and ProcessingNode instances.
2. Go to the server’s Network tab and add the appropriate IP
address as an alias.

Server "aksip-cp" information
Network
Get configuration

1P address Subnet Mask

Cluster IP address

No
[ IP address 3

Server: aksip-ep

10.40.40.27 255.255.255.0 [ Interface: etho 7
1P address: 193.28.83.208
Netmask: 255.255.255.0

Save Cancel

&

Repeat step 2 to add the required number of IP addresses.

4. Repeat steps 1-3 to add IP addresses to another server of your
PortaSIP® cluster.

5. Clone the configuration.

6. In the Configuration Tree panel, go to

ClusterSuite=> SIPCluster—> DispatchingNode, and create a new
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instance under it. In the Service IP field, specify the newly added
IP address, and in the Environment field, specify the billing
environment where this instance will run. Then click Save.

Configuration "1449461314" information
Clone Check/Apply
Portaswitch Configuration
Configuration Tree Groups
Instance clone Inst DispatchingNode
Portaswitch EdgeProxy

Auxiliaries Log
CallRecording

Clu:

PNC

Instance details x

Inner name: ep6 B@aksip-ep/G:DispatchingNode

Server: aksip-ep v
Senvice IP: 193.28.87.208 ]I

Environment: TechwritingEnv v

Save Cancel

7. Specify the virtual IP address for this instance in the vipaddr field
of the EdgeProxy group.

8. From the Configuration Tree, select
ClusterSuite=> SIPCluster=> ProcessingNode and create a new
instance under it. Specify the newly added IP address and the
billing environment where this instance will run in the Instance
details dialog window, then click Save.

9. Specify the domain name of the Media server and other required
options for this ProcessingNode instance.

10. Repeat steps 6—9 to add DispatchingNode and ProcessingNode
instances for another server within your PortaSIP® cluster.

11. After all these changes have been made, press Save and then
Check/Apply.
Create a new PortaSIP® node via the PortaBilling® admin
interface.

.. Add an Alias to the PortaSIP® Cluster’s
IP Address

An administrator can assign multiple IP addresses as entry points into the
cluster (also known as IP aliases). All of these IPs are shared between
dispatching nodes of the cluster in the high-availability mode. This allows
seamless migration to PortaSwitch® customers with pre-configured IP
phones in case of acquisition. Also using alternative IPs and ports as entry
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points may help to deliver the service in the countries where standard
VoIP may be blocked.

N —

Open the Configurations tab.
Clone the existing configuration by clicking the Clone icon.

3. In the Configuration Tree of the cloned configuration, select
DispatchingNode.

Configurations &
| Create Clone [ Delete

« ion '1 7-rev.

2 Clone [ save _y«_checmpuw{n

‘®' Search:
Configliration

e
Configuration Tree
o) Instance create
=] PortaSwitch

& (0 Auliaries
@ (59 CallRecording

2 (£ Clustersuite

i ep-3@aksip-ep

= SIPCluster
PNC
= Dispatchir\gNDde( T
) ¥ SmppProxy ~
. = e

+ ep-4@aksip-muc / fa {SIPC i i /&:Edg
& ep-5@ak-sip-ep-sec ® @ control_sip_port * 5063 2
4 () Processinglode # ® enable_tcp_transport * Yes 9
wiebCluster ¥ _
® enable_tls_transport Yes 2
Configurator b
Meate ] natted_networks 10.0.0.0/8 20
& €59 Admin ©  ® sip_ports_tep * 5000 30 @
@ (0 BillingEngine 5001 Qe
L Yt -
@ e & ® sip_ports_tls * P AT 2006
@ (7 LogServer .q’SDGZ 00
@ (70 Prasance b’
- #  ® sip_ports_udp * 5060 20 6
. ¥ )
@ (5 Portasip \‘ 5900 @ e
9 (3 PortaUM ] vip_cidr_netmask * 32
@ ® vipaddr * 193.28.87.25 3
@_)g vipaddr_aliases '192.158.0.1,’24 29

Groups
i DispatchingNode
4 EdgeProxy ‘ n ‘@
i LimitController
I leg
I MailProxy

4. In the Groups panel, select EdgeProxy.

5. Select the vipaddr_aliases option and type a PortaSIP® cluster’s
IP alias using the following format: IP address/CIDR.

6. Define additional transport ports for the following protocols:
UDP, TCP and TLS. This step is optional and only required if
standard transport ports for these protocols are blocked for some
reason or cannot be used:

Select the sip_ports_tcp option and click the & Add
value icon. Type an additional TCP port.

Select the sip_ports_tls option and click the & Add
value icon. Type an additional TLS port.

Select the sip_ports_udp option and click the & Add
value icon. Type an additional UDP port.

7. After all the changes have been made, click the Check/Apply

icon.
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... Migrate an Instance?

The procedure of instance migration is similar for all instance types,
although some types have their own particularities. The procedure itself
may vary, depending on whether this is a scheduled operation or an
urgent recovery after a server failure.

In this chapter we will show you how to migrate an instance from one
physical server to another as part of a scheduled operation. We will
assume that on a new server you will use a new IP address for the
migrated instance.
1. (Optional) Go to the Servers page and create a new server.
2. On a target (new) server add a dedicated IP address to be used for
the migrated instance.
3. Create a new configuration (referred to as Configuration A later
on) as a clone of the currently active configuration:
e (lone the currently active configuration.
e Delete old instances that are to be migrated from the
former server.
e Save and close this new configuration but do not yet apply
1t.

4. Create another new configuration (referred to as Configuration
B later on) as a clone of the currently active configuration:
e (lone the currently active configuration.
e Modify instances that are to be migrated to the target
server:

o Select the instance and click Update Instance.
o Select a new server on which this instance will run.
o Specify a new Service IP.
o Press OK.

e Save and close this new configuration but do not yet apply
it.

5. Check both new configurations and compare them to the
currently active one to make sure that they contain all the required
changes and that no unwanted options were modified by mistake.

6. Apply new configurations one by one (note that service downtime
is required to apply changes):

e Open Configuration A and click Check/Apply.
e When the check is done click the Apply button.
e (lose Configuration A.

e Open Configuration B and click Check/Apply.
e  When the check is done click the Apply button.
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The Configuration server will apply the new configurations by
performing the following steps:
1. Configuration A:
e New IP addresses will be added to the target server.
e Instances will be removed from the former server.

2. Configuration B:
e Instances will be created and started on a target server.

Useful tips

Make sure to consider the following tips:

e Some instance types cannot run from one server (see the Add
Instances section for more details).

e If the log server is configured, it will continue writing log files for
the migrated instance, otherwise new log files will be created on
the target server.

e If you have a web cluster then you can migrate web instances one
by one without initiating a service outage, otherwise use the
migration plan above for web instance migration.

e To migrate a DB instance (either Master DB or Replica DB) you
need to manually copy the database (e.g. using a snapshot) to a
target server and then update the instance using the migration plan.

Note that you may want to set up replication from the currently active
database to the new one (e.g. configure the currently active Master DB=> New
Master DB=> Replica DB replication when the copy process is finished) to
keep the services running while the database is being copied. This
decreases the services outage time during the migration. If you do this,
then do nof forget to stop the services and the replication just before
applying the new configurations.

... Migrate an IP Address?

If you want to re-assign an IP address from a given server or installation
to another, you need to complete the IP address migration procedure. It
includes the deletion of an IP address from one given server or
installation and adding it to another one.

NOTE: Make sure that the IP address you delete is no longer in use. Otherwise the
changes will not be applied to the new installation.

How to delete an IP address

To delete an IP address, complete the following steps:
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Go to the Servers tab.

Select the server from which you want to delete an IP address and
click on the ‘© Change server configuration icon on the left-
hand side of the server’s name.

Servers | Configurations — || Users | Update - £~ porta-support | -
& Add 3 Ping
Name = 1P address Instances Build Alternative build | Time zone Description
3 Site: Main
& ® akbilling 1040.40.72 porta-call-recording-1(193.28.67.72)  mrs2_0 mrs1-0-2-pc utc
elasticsearch-3 (10.40.40.72)
A ErETE T e mu-bundle-5 (193.28.67.72) mrs2_0_branch
- porta-billing-radius-4 (193.28.87.72)  mr52_0_branch
] xdr-import-1 (10.40.40.72) mr52_0_branch
configurator-agent (10.40.40.72) mrs2-0
& ® akbillingl 10.40.40.167 cassandra-3 (193.28.87.167) mr52_0_branch  mr51-0-2-pc utc
mu-bundle-4 (193.26.67.167) mr52_0_branch
porta-billing-radius-2 (193.28.87.167) m branch
configurator-agent (10.40.40.167)  mr52-0 -
Task monitor B3
Task Configuration User Server Last Update
& ® Configure Monitor 1448202508-rev.8 kate 2kum 2015-12-09 14:25:23 UTC+0200
&5 ® Configure Monitor 1449202509-rev.8 kate aksip-mb 2015-12-09 14:25:42 UTC+0200
& ® Configure Monitor 1449202509-rev.5 late aksip-muc 2015-12-09 14:25:25 UTC+0200
& ® Configure Monitor 1449202509-rev.8 kate aksip-ep 2015-12-09 14:25:25 UTC+0200 -
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Click = Get configuration to update the network configuration.
Click on the required IP address. This activates the Delete button.
Click on Delete = IP address. Now the IP address is removed
from this server.

, Add Ping
Server "akbilling” information

System || Network || Services | RPMs

i s G ] <= = @)
1P address P @_} Cluster TP address

Interface DO o

Servers b/~ | porta-support

193.28.87.72 255.255.255.0 No

Interface: ethl; MTU size: 2000 LJ

10.40.40.72 255.255.255.0 No

5. Go to the Configurations tab.
6. Clone the active configuration and click Check/Apply to apply
the changes.

How to add an IP address

To add an IP address to a server, complete the following steps:

Go to the Servers tab.

Select the required server and click on the ‘#Change server
configuration icon on the left-hand side of the server’s name.
Click 2 Get configuration to update the network configuration.
Click on Add > IP address. In the IP addtess dialog box,
specify the following information:

N —

e Interface — Select the required interface from the list.
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e IP address — Type in the IP address you want to add.

e Netmask — Type in the netmask for the given IP address.

IP address X

Server: configurator
Interface: ethl v
TP address: 193.28.87.72

Netmask: 255.255.255.0

5. Click Save.

Go to the Configurations tab.

7. Clone the active configuration and click Check/Apply to apply
the changes.

o

... Configure a MySQL Database White List

To add a new IP address to the MySQL database instance white list,
tfollow these steps:
1. In the Configuration Tree panel, choose DB>MySQL~>
Database Instance Type = Database Instance
(e.g. DB>MySQL~>MastetDB = instance@server).
2. Under the allow_connection_from option, specify the IP
addresses you want to add to the white list.

You can specify as many IP addresses as needed. To do this, add
either a single IP address or a block of IP addresses in the CIDR
notation format — X.X.X.X/Y (e.g. 192.168.99.0/24).

Note that all server / service IPs of the PortaSwitch® installation are
already allowed by default.

Each of your MySQL databases can have its own white list.
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... Define New Default ACLs

Configurations <

‘Configuration '280' information
=) Clone [} Save 34 Checkiapply

PortaSwitch Configuration

PortaMonitor Configuration

Search:

‘Configuration Tree +/=/ | Environments Groups.
3 Instance create Global - Un_Profiles -
=% Portaswitch  pb  Users
@ 5 Awiliaries  PortaOnelnternal & VendorAccounts
@ () CallRecording . Testing om——
(5 ClusterSuite : -
} InterOps : Viewillinglogs
Cenfigurator -
@ 5 IMGate Rllitepct chemog 5 VoiceFraudProtection
=) Admin 7TiD i Web
& porta-billing-web-1@porta-billing-sla F EasyCall b WebAnalytics
@7 BillingEngine - callferwarding - Worldpaylunior
£} DB — = -
) Logserver JPortaSwitch/Admin/G:Web -
70 Prasence @ © AccountExactMatchRequiredFor
@HRT @ © BrandPane_expire ¥ 120
@5 Portaste = © Conference_URL_Domain
B PortalM E] DefaultAccountACL Fdemo_acc_acL 2
d DefaultccstaffacL
@ o DefaultDistributorACL I demo_dis_ACL 2
] DefaultRepresentativeACL
4 - DefaultRetailaCL I "demo_cust_acL 2
] DefaultVendorACL
E] DefaultWholesaleACL
1. Clone the current configuration.
2. In the Configuration Tree, select the Admin node.
3. In the Environments panel, select the environment in which you
want to override default ACLs.
4. In the Groups panel, select Web.

vt

Define one or more of the following options by typing the names
of the ACLs that you created on the PortaBilling® admin

interface:

DefaultAccountACL — Type the name of the account

entities ACL.

DefaultCCStaffACL — Type the name of the CC Staff

entities ACL.

DefaultDistributorACL — Type the name of the

distributor entities ACL.

DefaultRepresentativeACL — Type the name of the

representative entities ACL.

DefaultRetail ACL — Type the name of the customer

entities ACL.

DefaultVendorACL — Type the name of the vendor

entities ACL.

DefaultWholesaleACL — Type the name of the reseller

entities ACL.

6. Apply this modified configuration.
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Note that you can always make the original PortaBilling® predefined ACL
visible and available again by clicking the Reset button near the
corresponding option.

... Delete an Active Billing Environment?

A billing environment is considered to be active if its configuration
includes at least one instance of

PortaSIP®
SIPCluster
IMGate
Presence

Active billing environments are in read-only mode and cannot be deleted.

NOTE: The name of an active environment is marked with a grey circle on the web
interface, while the name of a non-active environment is marked with a green circle.

All of the instances mentioned must be deleted prior to deleting the
environment. This is to ensure that no PortaSIP®, IM or presence
services are running.

Servers
[ Creats
Name

pb

W5

Configurations — || Environments || Users || Update - ¥~ porta-support |+

Finance
performance

BEConformance auto-test environment.

Easy-Call  <Comm - - Wholesale
Screenshots

1
2

3

4

5 | @ soapcover
3

7

8 @ admin_cover_test_firefox Environment for Web Cover test
H

D Reload
Description
The default environment

Environment for Finance tests

Predefined env for SOAP cover test,

In order to delete an active billing environment proceed with the
following steps:

1.
2.

Go to the Configurations tab and clone the latest configuration.
Open the cloned configuration. In the Configuration Tree select
the PortaSIP® instance from the required billing environment and
click the Instance delete button. Repeat for all PortaSIP®,
SIPCluster, IMGate and Presence instances.

NOTE: Deletion of PortaSIP® instances instantly deactivates all PortaSIP®
services in the corresponding billing environment.
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ons — P —

Configuration "cloned_to_delete-v.2" information x
= Clone W Checkiapply Search:
Portaswitch Configuration | PortaMonitor Configuration

Configuration Tree +I= | Groups

ce delete i RTPProny
¥ Logmaster
i Portaprony
i E2bua

i Portssip

cti_threads_abs

ct_threads_per_core

cti_threads_per_thread

custom_options poll_limit=100 [}

illngEnsine
05
Logserver
8 pre

&7
3 porastp

i public=ip-152.168.14180 g configurstor

- porta sip 100 @eonfigurator
@5 Portal

9723 _ptime
0729_ptime
gsm_ptime
invite_remote
loop_protection
0 /o max_port
max_ttl

EEEEEEEE

Alias na
Tnner nas
Envi

min_port

Task monitor

3. When all required instances have been deleted, click
Check/Apply to apply the given configuration.

4. Go back to the Environments tab. Select the environment that
you want to delete. Press Delete.

NOTE: Be aware that once the environment is deleted, all of its settings
(tariffs, customers, accounts, vendors, connections, etc.) and CDRs are
removed from the PortaBilling® database. You will only have access to
statistics in .csv format.

Servers | Configurations — || Environments | Users | Update — £}~ porta-support | -
[, Create [ Delete D Reload
Name I Description
1 @b - The default environment
2 Finance I Environment for Finance tests
3| ® performance g
4 BECorfom-arce! auto-test emironment
5 @ soapcover i Predefined env for SOAP cover test,
6 ®cEasyCall Wholesale
7 Screenshots
8 @ admin_cover_test_firefox Environment for Web Cover test
9 @wWs 1
.
1
v

... Configure Search Parameter List for the
SIP Log Viewer?

The ElasticSearch.fields configuration option contains a list of available
search parameters that an administrator can modify via the Configuration
server web interface. This option is located under the PortaSwitch
node=>ElasticSearch group, and can be configured for each virtual
billing environment separately.

As soon as one of the search parameters is deleted from the list, it

disappears from the admin interface and can no longer be used for
searches.
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) done

Configuration Tree

Configu

Configuration "56-rev.

PortaSwitch Configuration || PortaMonitor Configuration

rations <

rmation X

Vi CheckiApply Search

| | Environments Groups.
Giobal /| e DboOradeCient

P pb = | Besticsearch

Finance Gobal

performance Jobserver

BEConformance > Mandatory
[Portaswitch/ G:tlasticsearch

3O fields *

QO0OOO |,

SIP Log Viewer
» | ® Close | 4 Objects I Logout

Search query

© Find by CalHD(s)

callip:+ 5)
Find by otner criteria

BT © Log with call iagram

Caling-StationD | Outputformat: ) Log with call diagram (in 2 new browser tab)

Galler's IP address O Onlytextiog

Caller's User Agent

Called-Station-D search

The option can have the following values:

CallID - Filters calls by call ID. (Call-ID on the admin
interface.)

From — Filters calls in which the originating number (ANI) is a
particular phone number. (Calling-Station-ID)

To — Filters calls dialed to a particular number. (Called-Station-
ID)

Ua — Filters calls made from a SIP phone or a dialer application of
a particular brand. (Caller’s User Agent)

Srcip — Filters calls that originated from the specified IP address.
(Caller’s IP address)

When performing a search, the system always uses timestamps (even if the
time isn’t explicitly specified as a search parameter), and therefore Time
Interval can’t be removed from the search parameter’s list.

... Enable Additional Validation of Dialing
Rule Emergency Numbers?

The system can perform an additional validation of emergency numbers
that are specified in the dialing rule. To enable such a validation, use the
Verify_Dialing_Rule_Policy option on the Configuration server web
interface (BillingEngine—>Emergency_Module).
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Configurations =

Configuration "55_cloned_on_update_cloned_by_vagrant” information [CURRENT]

) dore 4 Change Monitor Trreshads Search

ftch Configurats r Configurats
Configuration Tree +/=| | Groups
¥ Diameter

e

Configurator
3 Meate

[Portaswitch/ BilingEngine/G:EmergencyModule
905 Admin @ © Addresskey

5 silingengine @ © Authorize_As
' porta-bilngadius-1@configurator Emergency_ByCity_Enabled jo
Emergency_Enabled Yes
@ © Numbers B

©
B e e

®

Pattern
3 © Translate_Rule

3 © Verify_Dialing_Rule_Policy

This option can have one of the two values:
e trust — Emergency numbers specified in a dialing rule won’t be
validated.

e check — System will check that emergency numbers specified in a
dialing rule are among the numbers listed in the Numbers option
or comply with the rule specified in the Pattern option.

The default value is trust. If you want to validate dialing rule emergency
numbers, select check and specify which numbers and / or pattern the
numbers must match.

This can be useful if you enable end users to configure their own dialing
rules and want be sure that they won’t use unsuitable emergency numbers.

Depends on: EmergencyModule.Emergency_Enabled.

... Configure an Adaptec RAID Health
Monitoring?

PortaOne monitoring system can collect and analyze disk health
information for an Adaptec RAID. This will help you be sure that your
hard drives are capable of safely storing your data.

Due to licensing specifics, it is necessary to download and install the
corresponding package manually. To do this, perform the following:
1. Download the Adaptec ARCCONF Command Line Utility from
www.adaptec.com. You can use the following link:

www.adaptec.com/en-
us/speed/raid/storage_manager/arcconf_v2_00_21811_ zip.php

2. Unzip the arcconf binary file from the downloaded archive.
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3. Copy it to the /ust/bin/ directory on the setver that uses Adaptec
RAID.
4. Go to the Deposit tab on the Configuration server web interface
(Update -> Deposit) and create the following deposit there:
o Path — /usr/bin/arcconf
o Type —File

It is recommended that you not install the full RMP provided by Adaptec
as it contains redundant files.

If you are using Adaptec RAID and the package is not installed, you will
see the corresponding warning message on the Monitor.

... Configure a Backup Procedure?

For how to configure a backup procedure please refer to the Configure
Backups with Archivist handbook of the Unified PortaSwitch Handbook
Collection.
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APPENDIX A. Internal Modules of the Billing

Engine

Below you will find the descriptions of some modules that allow you to
enable or disable certain PortaSwitch® features. We suggest that you
enable additional modules (that have been disabled by default) on/y if you
understand how they work and plan to use the functionality they provide.

NumberPortability

This feature is enabled on the Configuration server by default.

See the Local Number Portability section in the PortaBilling Administrator
Guide for more information about this feature.

CallParking

This is a convenient IP Centrex feature that allows users to put a
conversation on hold, move to a different location, and then resume the
conversation from a different IP phone by dialing a pickup code. Enable
Call Parking when you want to use this feature.

GroupPickup_Enabled

By dialing a Group Pickup Prefix on the phones, this feature permits
those phones within the same IP Centrex environment (all accounts under

the same customer) to answer each other’s calls. This feature is enabled by
default.

FavoriteNumbers_Enabled

The Favorite numbers feature permits the application of a special
promotional rating for a group of numbers that are individually defined
for each subscriber. After this feature is enabled in the billing engine, the
“Favorite numbers” feature is enabled for individual accounts on the
Account info page in the Service Features tab of the web interface.

CallbackModule

Enabling this module permits the use of the special authorization and
rating models for callback service.

DialPlanModule_Enabled

This module is used to produce a “routing prognosis” (a list of routes to
be used when a specific phone number is called) when requested from the
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“Test dialplan” portion of the PortaBilling web interface. It should be
enabled in order for the web dial plan component to operate correctly.

CLDIlookupIinDIDinventory (DID Inventory Module)

If you purchase bulk numbers from a telco operator and upload them to
PortaSwitch®, but some of them are not yet provisioned to PortaSwitch®
accounts, these numbers may cause routing loops. Someone calls a
number; the call is delivered to your network; but since the destination
number does not belong to any local account, PortaSwitch® considers it
to be an outside number and routes it to an external carrier, which then
delivers it to your network again, and the action repeats continually, again
and again.

In order to prevent this from happening, numbers that do not belong to
any local accounts (while currently available in the database) can be
“registered” in the DID inventory. When a call is made to one of these
numbers, PortaSwitch® considers these numbers “not yet provisioned”
and therefore, the call fails and shows the following disconnection code:
CLD_UNASSIGNED. Therefore, enable this module to prevent routing
loops for calls to unassigned DID numbers.

UnifiedMessaging_Enabled

When this module is enabled it takes control of the handling and routing
for the PortaSwitch® Media server voice applications. Do not forget to
activate the UM feature for products that are required to provide UM
service:
1. On the PortaBilling® Main Menu page, in the Rating section,
choose Products.
2. On the Product Management page, click on the name of the
corresponding product.
Click on the Service Configuration tab.
4. In the Services column, under Voice Calls, select Incoming
Calls.
5. From the UM Enabled list, select Enabled to activate UM
services for this product.

&

lvrUtilities_Enabled

This module implements various actions, requested by IVR applications
(e.g. performing a customer sign-up by creating a new account). This
module is enabled on the Configuration server by default.

Paging_Enabled

PortaSwitch® supportts the Paging / Intercom Calls feature, which
enables users from the same group to use two phones like an on-door
speakerphone.
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This module is enabled on the Configuration server by default.

See the Paging / Intercom Calls section in the PortaSIP Administrator
Guide for more information.

FixUpBrokenAccessNodeRatingPatterns

Enable this module if you need a workaround for improperly configured
third party nodes, i.e. when one node sends a call to another one in a non-
E.164 format and the BE authorization is inconsistent with access code
accounting,.

NOTE: When using the rating pattern on third-party access nodes, no newer special
features will be available.

APPENDIX B. Paths to Tops of Build Areas
in SRPM Packages

The following table provides paths to the tops of build areas for patching
SRPM packages. For example, to modify /opt/diaconv/file specify the
./diaconv/file path in a patch file’s header.

SRPM The Path on the File System The Pathin a
Patch File
archivist /home/archivist/file ffile
b2bua /home/porta-sip/sippy/file ffile
checksuite /usr/share/suitability-checker/file ffile
dbup /home/porta-configurator/pcup/dbup/file ffile
dbup2 /home/porta-configurator/pcup/dbup2/file | ./ffile
diaconv binary ffile
edgeproxy binary ffile
extractaudio binary ffile
fopd binary ffile
g729client binary ffile
g729d binary ffile
imgate binary ffile
libg723-devel | binary ffile
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libg729-devel | binary ffile
libilbc-devel binary ffile
liblog binary ffile
limit-controller | binary ffile
log4cplus- binary ffile
python
makeann binary ffile
oracle-encrypt | binary file
porta-admin /home/porta-admin/file ffile
porta-base /home/porta-basef/file ffile
porta-billing /home/porta-billing/file ffile
porta- /home/porta-callrecording/file file
callrecording
porta- /home/porta-cdrimport/file ffile
cdrimport
porta- /home/porta-cdrmediator/file ffile
cdrmediator
porta- /home/porta-configurator/file ffile
configurator
porta- /home/porta-configurator/data/file file
configurator-
data
porta-db /home/porta-db/file file
porta-ivr /home/porta-ivr/tcl/file ffile
porta-ivr-tts /home/porta-ivr/tts/file ffile
porta-monitor | /usr/libexec/nagios/portaone/file .Jconfig/file

Ivar/lwww/nagios/rrd/file [plugin/file
/etc/nagios/file Jrrd/file
porta-mp- /home/porta- ffile
signup admin/apache/multi_product_signup/file
porta-mysq| lusr/lib/systemd/system/porta- /porta-
mysqld.service mysqld.service
porta-oracle /home/oracle/file file
porta- /home/porta-presenceffile ffile
presence
porta-radius /home/porta-radius/file file
porta-rt /home/porta-rt/file file
porta-selfcare | /home/porta- ffile
admin/apache/IPCentrex_SelfCaref/file
porta-signup /home/porta-admin/apache/signup/file file
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porta-sip /home/porta-sip/file ffile
porta- /home/porta-smstrigger/file ffile
smstrigger
porta-um /home/porta-um/file ffile
porta-video- Ivar/lib/porta-um/file Jdatalfile
conf
porta-ws /home/porta-ws/file ffile
protector /home/protector/file ffile
registrar binary ffile
runtest /home/porta-one/billing-performance/file file
siplogindexer | binary ffile
sip-prompts /var/lib/asterisk/soundsf/file file

/var/lib/porta-sip/sounds/file file
sip- binary ffile
subscription-
manager
ua-profile-gen | /home/porta-admin/utils/ua/file ffile
um-prompts Ivar/lib/psmsc/prompts/file file
wssetup lusr/share/wssetup/file file
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